4

CONDMAT Brief to Navy-Industry International Dialogue

Safeguarding Defense Industry's Proprietary Data - The Australian Approach

Introduction

Thank you for the invitation to speak – I’m pleased to be standing in at short notice for Mike Newman (Director of Procurement - U.K. Embassy).  By having an Australian stand in, you are getting the view of a significant FMS customer.  We manage about 560 cases with a face value of over US$5 billion and annual case payments of approximately US$300 million. 

I would like to recognize the strong commitment and support from our friends at NIPO towards our shared goals of strengthened international cooperation – NIPO’s co-sponsorship of events such as this goes a long way to building more open relations between governments and industry.  

I would also like to acknowledge the helpful attitudes at NIPO, particularly the staff who tirelessly work Australian issues.  They are among the most professional people I have met during my second assignment in Washington.  I won't embarrass them publicly by mentioning their names but they know they have our gratitude.

The theme of today's discussions goes to the core of the FMS transaction.  It defines the environment for the conduct of FMS business.  I should stress, however that Australia's approach to safeguarding proprietary industry information is consistent regardless of our choice of acquisition strategy - be it FMS or DCS.   More on that later.

The other reason that I am pleased to speak today is because Deputy Secretary Wolfowitz's widely circulated January 2002 memo regarding DoD Policy on Foreign Customer Participation in LOA and Contract Development has focussed industry on how better to meet the needs of FMS customers.

FMS Reinvention

Before I go too far into the detail, I would like to briefly mention 'FMS Reinvention'  — Australia, like many other FMS customers, has been a strong supporter of reinvention.   Changing global circumstances have been accompanied by a welcome move away from the heavily intoned 'Defence Assistance' view of FMS to the more contemporary 'Defence Cooperation'.  This provides the sign post for the way ahead.  Recent initiatives on visibility and transparency are a further positive step in Reinvention.

Industry Concerns and Australia’s Requirements

I'm aware that some of you in this audience will have lingering reservations about the extent to which FMS customers should participate in the contracting processes.  I'd like to give you my perspectives on transparency and the requirement for due diligence in Australia’s purchasing decisions.

The point to emphasize is that it is not Australia’s intention to establish another negotiator at the table in the price setting process – that would be unworkable.  It is simply our intention to become a better-informed customer. 

The Australian Government holds Defence staff responsible and accountable for achieving best value for money.  So, we must be able to show that we have exercised due diligence in source selection and contract negotiation.   Indeed, the Financial Management and Accountability Act of 1997 requires public officers to manage resources in an efficient, effective and ethical manner.  While this encompasses many factors, the most fundamental is — is the price right?

We're also keenly interested in making sure the US Government contracts meet our needs.  Issues such as: technical specifications, any unique requirements, delivery schedules, the cost of through-life support and potential price/performance trade-offs are critically important.   

Having explained the legal framework under which Australian defence officials’ exercise Ministerial delegations let me now explore why increased transparency might raise industrys' concerns?

My perception is that industry appears most concerned about the disclosure of sensitive costing and pricing data and proprietary processes or technologies.   Let's deal with the general Australian framework, as it would apply to both of these areas.

Australian Defence Values 

As part of recent efforts to become a results focused and values based organisation, the Australian Department of Defence has established a set of values that incorporates integrity, professionalism, loyalty, courage, initiative and teamwork.  It is not too hard to draw a connection between this set of values and the day to day working responsibilities of purchasing officers involved in contract deliberations or negotiations. More specifically, the Australia Department of Defence is seeking to develop more trusting relationships with suppliers.  We are exploring alliance contracting and evolutionary acquisition, both of which require a good working relationship between the parties that is built on shared values.  

The incentive for both Government and industry is to operate under a relationship that facilitates a resolution of issues or problems without immediate recourse to the legal fraternity.  That is a last resort after win-win solutions have been pushed off the table. 

So if we are looking for more trust between Government and companies, should there be any less trust in Govt to Govt FMS transactions?

Now I can hear some of you thinking that's all very well, but what happens when the culture breaks down or where individuals within an organisation don't embrace the culture.  I agree values and the corporate culture they engender are aspirational.  You will be pleased to know therefore that where values break down because of the frailty of human nature, sanctions can be brought to bear.

Rule of Law

I understand that there are tough penalties under the US code for any contracting officer found guilty of unauthorized disclosure of sensitive data.   Well, the US is not alone in such sanctions.  Indeed, the Australian Crimes Act of 1914, as subsequently amended, has a penalty of up to two years imprisonment for public officers convicted of disclosure of any information, including commercial-in-confidence, that they are/were bound not to disclose.

Beyond the Crimes Act, there are approximately 150 pieces of Australian Government legislation that contain provisions affecting the use of information.  Most of these Acts facilitate the prosecution of public officers for unauthorised disclosure of any information developed, received or collected by or on behalf of the Commonwealth, including contractor information.

Code of Conduct and Ethics

The Australian Public Service Act 1999 outlines a clear code of conduct.  It requires public officers to behave honestly and with integrity in the course of their employment. Consistent with the Defence values mentioned earlier, a public officer must not make improper use of inside information in order to gain, or seek to gain, a benefit for that officer or for any other person. Sanctions for a breach of the code of conduct can include termination of employment, reduction in classification, re-assignment of duties, reduction in salary, fines and reprimands.

I cannot emphasis enough the message.  The responsibility of delegated officials for determining value for money should never compromise ethical standards.  In interpreting the Financial Management and Accountability Act’s requirement for ethical behaviour, the Australian Defence Procurement Manual provides public officers with a clear code of ethics by which to abide.  Importantly for industry, public officers must deal fairly and consistently with suppliers and ensure that the confidentiality of commercially sensitive material is maintained.  To repeat, failure to do so, may lead to criminal sanctions and/or disciplinary action.

Our values and code of conduct reflect our desire to build and maintain strong, trusted relationships with industry.   For, it is only through such links that both can prosper.

Pricing Data

We recognise that there are occasions where visibility of detailed price and cost data is not essential to the negotiation of an FMS contract.   However, there are situations (primarily for major systems acquisitions) where we need to have that additional level of confidence in our due diligence requirements that sharing of sensitive industry data becomes highly desirable.

Deputy Secretary Wolfowitz's Memo and the proposed DFARS changes will not give FMS Customers carte blanche access to sensitive proprietary data.  The approval of the responsible contracting officer and the consent of the contractor is envisaged -- as is only proper.   It is up to us to articulate the requirement and provide the necessary assurances of confidentiality case by case.  In Australia a strong ethical and legal framework supports our assurances.  

Protection of Proprietary Processes and Technologies

Now let me conclude by briefly mentioning the second area of potential industry concern - the protection of proprietary processes and technologies. In this area the US government exercises considerable control over the FMS customer.  Very strong export controls that reflect any security requirements as well as the ITAR are embedded in the FMS agreement- simply put, we only have access only to that data/intellectual property authorised by the US Government.  We understand the terms and conditions.   

In addition to export controls, let me also add a couple of common sense assurances to industry.

First, one of the prime reasons we buy from the US (either FMS or DCS) is that we lack a particular capability in our industrial or technological base - access to information gained in contractual negotiations is hardly likely to spur the rise of a new capability in Australia. 

Second, as an ethical customer and one that believes strongly in the rule of law, it is far more to our advantage to work collaboratively with US industry.  It is worth noting that to my knowledge Australia has never pulled out of an FMS case, and taken the information obtained to go elsewhere.

Conclusion

To sum up, Australia has with the US a shared belief in the rule of law and a set of strong legal and moral codes that reinforce the requirement for professional and ethical conduct of government business.   These factors, combined with a growing US commitment to increased transparency and true Security Cooperation, should see the US DoD and industry becoming more receptive to Australia’s participation in sensitive areas of FMS contract negotiations.

I hope my comments this afternoon have assisted your understanding of Australia's approach towards safeguarding proprietary data and allayed any concerns.  We share with the United States a common background to our law and ethics.  For a public official to breach a trust by not safeguarding the proprietary data shared with us is illegal and unethical under both our nation's sets of laws and values.   Furthermore, it is just not in Australia's interests to breach the trust of our allies in Government and industry – what is in our interest however as “an ethical FMS customer” is exploring the limits within a trusting relationship. We look forward to the increased involvement of Australian Government representatives in FMS negotiations.

In closing, thanks again to the NDIA and NIPO for inviting me to speak to you on this important topic.   While I have been giving you a solely Australian perspective on one important aspect of FMS re-invention, sessions such as today's serve to bring all of us in the international community and industry closer in our shared objectives.   

